IP Bridge 3G-IN6-R6




1. Aansluitingen
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Aan de lange kant:

Drukknop = om terug te keren naar de standaard instellingen (druk deze knop in voor 15sec)
LINE = PTSN aansluiting (bv van de PSTN uitgang op de inbraakcentrale)

Z1-Z6 = ingangen 1-6 (NO of NG, zie webpagina voor programmatie)

TX/Rx/GND = seriéle R5232 connectie met 3de partijen.

V+/V- = aansluitingsspanning (12-24Vdc, max 400mA @ 12Vdc)

Aan de korte kant:
OUT 1-6 = programmeerbare relaisuitgangen (max 1A-12Vdc)

Aan de korte kant:

3G antenna connector

SIM Card holder

Ethernet plug USB Host

2. Installatie van de SIM-kaart en antenne (optioneel)
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3. Verbinding maken met de webbrowser

Sluit de RJ45 netwerkconnector aan op de module. De module staat stadaard in DHCP en zal een IP-
adres krijgen van de router.

Om het IP-adres te achterhalen zijn er 3 mogelijkheden:
e Gebruik de “IP bridge virtual client software”

e Open de webbrowser van de router en achterhaal zo het IP-adres van de module.
e Mbv een USB-stick

Gebruik de “IP bridge virtual client software”

U kunt mbv de “IP bridge virtual client” software het toestel terugvinden in het netwerk.

Neem uit het keuzemenu de correcte netwerkkaart (bekabeld of wifi) en druk op de “search”-knop
om de zoekopdracht de starten.

Alle gedetecteerde toestellen zullen in de lijst komen te staan met hun verkregen IP-adres en
respectievelijk MAC adres.

Virtual Serial For IP Bridge >
T =L.L. [P BRIDGE
IP BERIDGE DETECTOR ‘ VIRTUAL SERIAL PORT SETTINGS l

Discovered network adapters |Ir|te|{H} Ethemet Connection (4) I215'-j Search |

Detected IP Bndge devices
[P: 192.168.1.110, MAC: 70:82:05:27:61:29, TEX: 276125

Selected Device IP address | [ HTTPS

Username Password Check connection

De software kunt u terugvinden op onze website. (ondersteuning — software — inbraak)
Eenmaal u het IP adres weet, kunt u verder gaan met hoofdstuk 4.



Gebruik de “IP bridge virtual client software”

Neem een USB-stick (geformatteerd op NTFS of FAT32) en steek die in de module.

De groene LED zal na 5 seconden rood worden.

Nu kunt u de USB-stick verwijderen en op een PC raadplegen. In de map “export” zal de module een
.cfg file aangemaakt hebben. Deze file kunt u openen (bv met kladblok) en zal u volgende details
zien:

PLUGGED=1

TYPE=dhcp
MAC=70:B3:D5:27:61:29
IP=192.168.0.100
GATEWAY=192.168.0.1
NETWORK=192.168.0.0
SUBNETMASK=255.255.255.0
DNS1=192.168.0.1
ADDED_DNS=8.8.8.8

Nu kennen we alle details van de module om de module mbv de webbrowser te benaderen.

Optioneel:

Wilt u eigen netwerkinstellingen in de module laden, dan dient u een map aan te maken op de USB-
stick onder import en het MAC adres (bv: G://import/70B3D5276129). In deze map maakt u een
bestand aan ipbridge.dnr met bv volgende instellingen:

ADDRESS="192.168.1.198"
NETMASK="255.255.255.0"
NETWORK="192.168.1.0"
GATEWAY="192.168.1.1"
DNS1="8.8.8.8"
DNS2="8.8.4.4"

Om de functie DHCP te herstellen, kunt u volgende regel plaatsen:

ADDRESS="DHCP”



4. Programmatie van de module

/T TELL - P Bridge x W

< C | ® Nietbeveiligd | 192.168.0.100

T=LL [P BRIDGE

Log in met de standaard installateurscode.

Standaard installateur:
Username: admin
Password: admin

Standaard gebruiker:
Username: user
Password: user

Het is niet mogelijk om met de standaard wachtwoorden zaken te programmeren.

U dient eerst de standaard wachtwoorden en taal te wijzigen.




£ tocour

EERE:

T—=LL IPBRIDGE swvis
IP Bridge PRO 3G
& Date 6M9/2018, 2:05:33 PM %2 LANIP 192.168.0.100 O W TexID 276-129 Tull Mobilenet signal 0 % [
&  Line status OnHook -[J-- Mobilenet IP - [ 0$1  Supply voltage 11.45 V »¢  External address -
BD IMEI 865730023510608 SIMID T MAC 70-B3:D5:2761:20 # Timelock 005058

SETTINGS

Activate Activate Activate Activate Activate Activate
Deactivate Deaclivate Deactivate Deactivate Deactivate Deactivate
Bypass [ Bypass || Bypass [ Bypass [ Bypass [ Bypass [

=1 SERVER 1 = SERVER 2 C—=1SERVER 3 = SERVER 4 C=1SERVER 5 = SERVER 6
Not Configured Not Configured Mot Configured Mot Configured Mot Configured Not Configured
# Date CiD B B B 2B By v3wuB B ae s 01 Oz O3 O+ Cam. Name
1 6M9/2018, 8:57:41 AM 2000130200000 - - - - = = = = = = = = = = = - = - - - = Battery fault
2 619/2018, 8:56:49 AM 2000335800000 - - = = = = = = = = = = = = = = = - - = - Intranet connection restore
3 6M9/2018, 8:56:49 AM 2000336200000 - - - = = = = = = = = = = = = = = - - = = Internet connection restore




T=LL IP BRIDGE sivi.465 EN osouT

Date 6/1 & LAMIP 192 00 8] TexID 276-129 Tul Mobilenet signal 0
Line status [J*- Mobilenst IP - [ r#3  Supply voltage 11.45 Extemal address -
I IME 36 SIMID o, MAC 70:B3:05:2 9 Timelock 00:57:18
For saving seltings cannot use default password. CANCEL
STATUS SETTINGS
Ev ints Generala Serve s Remote modules Outputs Router control Cameras VOIP Mabil application Report
Some settings are incorrect
Users / Password
Device language
Device name: IP Bridge PRO 3G ?
2000 ?
Group ID:| 276 Device ID: | 129 ?
Input event limit: Maximum | 10 event(s) /| 1 hour(s) ?

hu.pool ntp.org Test NTP server... ?
RADIUS server: PRIV Modify radius setiings... 2

Admin level: Usemame  admin Password: Confirm password: | s
User level: Usemame:  user Password: D Confirm password: D ?

Show admin and user password

> Ljevice language:

*

Choose language « ?

Bv:
admin Password: admin1234
user Password: user1234

Wijzig ook de taal naar Engels.
Bevestig de veranderingen onderaan door op “save” te klikken.

Houd deze wachtwoorden goed bij!!!
Deze gebruikers en wachtwoorden heeft u straks ook nodig om in te loggen met de mobile app.




5. Event instellingen (settings)

Events Gene

Event name

EMVErs Remate modules Outputs Router eontrol Cameras WoIP Muobil application

Report

Event custoen name {

INPUT TYPE EOL

NO - =)

NO -

NO - =

NO -

NO - =

NO -

NO - =

NO -

NO - =

NO -

e programmatie van standaard gebeurtenissen

O

O 0 O O O O O O 0O O0O OO O0oOO0o0OO0o0OO0oOOoOOoO O0O O0 O0

Alarminputl > 6
Herstel input1 2> 6
Sabotage alarm
Sabotage herstel
Batterijfout

Batterij herstel

Fout internet connectie
Herstel internet connectie
Fout mobiel netwerk
Herstel mobiel netwerk
Fout intranet

Herstel intranet

Warme herstart router
Koude herstart router
Automatische test

Fout FTP backup

Enkel 2G beschikbaar
Herstel 3G netwerk
Wijzigen van instellingen
Verwijderede SIM-kaart
Gewijzigde SIM-kaart
Verkeerde PIN-code SIM-kaart

INPUT PROPERTIES ?

SENSITIMITY (MS)

200
200
200
200
200
200
200
200
200

200

BYPASS

MNOTIFY NEXT



Everits General Servers Remote modules &4 &c’:'\c @'ﬁeras @P @Zwl cath@ﬁepor@ @
I ] 1r 10 ] 1L 1 ]

Evert nama Event custom name { INPUT PROPERTIES ? »

INPUT TYPE EQL SENSITITY (M5} BYPASS HOTIFY HEXT

S <Input 1> NO - 200
Inpart 4 restore input 1= T = 00

NO - 200
NO - 200
NO - 200
NO - 200
NO - 200
NO - 200
NO - 200
NO - 200

Per gebeurtenis kunt u volgende zaken programmeren:
o Input properties (Instellingen ingang )
= NOof NG
= Gevoeligheid: hoe lang moet het alarm aanweazig zijn.
o Eventcode
=  C-ID code: welke C-ID-code moet de module doorsturen (zie lijst met C-ID
codes achteraan deze handleiding)
= Partition: vul de partitie in van het alarm (zie meldkamer, 2 cijfers)
= Zone: vul de zone in van het alarm (zie meldkamer, 3 cijfers)
o Monitorig station:
= Enable: activeer de doormelding
= Server group: selecteer de meldkamergroep (zie “servers”)
o E-mail: vul het e-mail adres, onderwerp en tekst in.
= U kunt meerdere e-mail adressen invullen en een, gebruiken tussen
verschillende adressen. Bv:
jan@hotmail.com,louis@gmail.com,geert@telenet.be
o Camera settings:
= Enable: activeer de cameradoormelding
= Camera: selecteer van welke camera u beelden wilt ontvangen.
=> Zie hoofdstuk 11 voor meer instellingen.

o VolIP settings
= V1-V4:verschillende telefoonnummers (zie VolP settings)

= Acknowledgement: met of zonder bevestiging
o Sms settings
=  SMS 1-4: doorsturen naar nummer 1-4 (zie VolP settings)
= SMS tekst: vul de tekst in die moet verzonden worden.
o Mobile settings
=  Mobil 1-4: doorsturen naar mobile app 1-4
= Push tekst: vul de tekst in voor de push melding



6. General instellingen (settings)

Device name: naam van de module
Account id: klantnummer (belangrijk voor doormelding naar meldkamer)
Tex ID: belangrijk bij gebruik van een TELL ontvanger (niet van toepassing)
Input event limit: maximaal aantal meldingen toelaten per uur/uren
Users: instellingen voor de gebruikers “admin” en “user”. (installateur en gebruiker)
Device language: taal in de module (Engels of Hongaars)
Device time: instellen van de tijdszone en tijdsserver
The first day of the week: instellen van de eerste dag van de week
Allow https: gebruik van https toestaan.
Enable Upnp: Upnp activeren
Default network: keuze uit:
o Primair IP, geen backup
o Primaire IP en backup mobiel netwerk
o Primair mobiel netwerk, geen backup
o Primair mobiel netwerk, IP als backup
LAN IPv4: Keuze tussen DHCP en statische IP instellingen
Web server: http en https poort (standaard 80 en 443)
Ping servers: instellen van de servers om connectie met internet, intranet en mobiel netwerk
te controleren. Kies uit de lijst een paar voor gedefinieerde servers.
Logoff timeout: automatisch uitloggen na bepaalde tijd
Ban time: instellen van het aantal inlogpogingen en de tijd dat de module geblokkeerd is
wanneer het aantal inlogpogingen overschreden is.
Battery: instellen van de spanning waarbij de meldingen van fout en herstel moeten
verzonden worden (zie event lijst)
SIM pin: vul de pincode in van de SIM-kaart indien deze niet is uitgeschakeld
APN: vul de APN in van de provider van de SIM-kaart (SIM-kaart Lobeco = m2m.lobeco.be)
Mobile network: vaste of automatische mobile provider
FTP/SFTP: instellingen van de FTP server. U kunt een FTP server gebruiken voor het opslaan
van camerabeelden
TMS server: instellingen als u wilt gebruik maken van een TMS server
Update server: instellingen van de update server
Firmware update: instellingen voor het melden van een update.




Device name: IP Bridge PRO 3G

Account ID:

2000
Growp ID:| 276 Device ID: 31D
Input event limit: Mazximum 10 event| 1 hour{s)
Admin level: Username: admin Password CLLELEEE Confirm password: | seseessee
User level: Username: | user Password: | e Confirm password: | ssseess
Show admin and user password
Device language: English =
Device time: ~ . §
Time zone: (UTC) Coordinated Universal Time -
Synchronization: MNTP server - Advanced setfings
The first day of the week: Monday ~
Allow redirect to HTTPS:
Enable Upnp:
Default network: ™

Enable camera snapshot send on mobile network to FTF, TMS and e-mail attachment.

LAN IPv4: 5 L
Host configuration: | Automatic (DHCF) -

Network address 192.168.1.102

Metwork mask 2552552550
Metwork: 192.168.1.0
Default gateway: 192.168.1.1
DNS server 1 192.168.1.1

DMS server 2

DNS server 3

Set configurafion
Web server:
HTTP port: &0 HTTPS port: 443 m

Ping servers: Internet Intranet Mobile internet

Server selector: Mone - None - None

IP address 1 zIP a

IP address 2 <IP a

Ping interval (sec): 60 60 60
Retry interval for failed ping (sec) 5 5 5
Mumber of failed ping attempts for generating 5 5 5

connection lost event (pcs):

60 minute(s)




60 minute(s)/ 5 login(s)

Alarm threshold | 11.5 V  Restore threshold 122 v

APN AP APN

Mobile network: Network selection: Manually -

Connection type:

Selected network:

Roaming

Select mobile network
FTP/SFTP: FTP:i~ | =FTP Test setfings
Default -
_ e - = —

Update server: DEETINEN  Test setiings

Firmware update:

Check and notify updates. (manually download and install} ~ | Hour: O~ Minute: 0~

Default settings: Faclory reset




7. Server instellingen (settings)

Met deze instellingen programmeert u de doormelding naar een meldkamer:

Server name: naam van de meldkamer (vrij te kiezen)
Server IP: IP adres van de meldkamer (op te vragen bij de meldkamer)
Port: poort van de meldkamer (op te vragen bij de meldkamer)
Network: doormelding uitvoeren via

o LAN

o LAN met backup mobiel internet

o Mobiel internet

o Mobiel internet met backup LAN
Receiver: kies voor SIA-IP (TCP) als u wilt doorsturing in SIA-DC09 formaat (C-ID)
Enable test: activeren van de polling
Test interval: kies het tijdsinterval voor de polling

=>» Zie events voor automatische test!

Eenmaal deze instellingen ingevoerd zijn, maakt u een servergroep aan waarin u de meldkamer(s)
toevoegt die u wenst te gebruiken.

Geef de servergroep een naar

ik op +ADD MORE

Selecteer één van de 6 meldkamers uit de lijst
Wanneer u meer meldkamers wilt toevoegen drukt u terug op +ADD MORE| en herhaalt u de
handeling

U kunt ervoor kiezen om een meldkamer als backup te gebruiken door de functie “primary server” te
deactiveren.

STATUS SETTINGS
Events General Servers Remote modules Outputs Router control Cameras vaip Mobil application Report
?
# Server name Server IP Port Network Receiver Enable test Test interval
3333 - TEX/MVP (TCP) ~ 90 | sec
3333 - TEX/IMVP (TCP) + 90 | sec
3333 - TEX/MVP (TCP) ~ 90 | sec
3333 - TEXIMVP (TCP) ~ 90  sec
3333 - TEXIMVP (TCP) + 90  sec
3333 - TEX/MVP (TCP) ~ 90 | sec
1. Servergroup 2. Servergroup 3. Servergroup 4. Servergroup 5. Servergroup 5. Servergroup ?

1. servergroup name:

#

Server Primary server

+ ADD MORE



8. Remote modules instellingen (settings)

Hiermee kunt u tot 6 IP BRIDGE modules in het netwerk toevoegen en handelingen uitvoeren.
Het is bv mogelijk om een uitgang te activeren op module 1 als er een ingang geactiveerd is op
module 2.

Zie hoofdstuk 9 voor meer instellingen over de uitgangen.

STATUS SETTINGS
Events General Servers Remote modules Outputs Router control Cameras VaIP Mobil application Report
?
# Name Address HTTPS Port Username Password Test
MName> <IP 443 =Usemame: <Password>
- <Name> <|P: 443 <Username= <Password>
- <Name> P 443 <Username> <Password>
- “Name> <IP= 443 <Usernames <Password>
- <Name> <|P: 443 <Username= <Password>
- <Name> <IP: 443 <Usernames <Password>
Remote serial transfer
Remote module: Receive only = ?
Connection type: Continuous IP connection - Timeout: 1 minute(s) ?
]+ ?
Maximum data delay: 1000 ms. Recommended: 500 - 1000 ms 2

Serial port setfings: Baud rate: 9600 = Databits: 8~ Parity: Nonew Stopbits: 1 ?




9. Outputs instellingen (settings)

In dit menu stelt u de naam van de uitgang in en geeft u aan of deze (relais)uitgang normaal open of
normaal gesloten is.

Bij control modules by internal event is het mogelijk om een uitgang te laten schakelen bij een
gebeurtenis op deze of een andere module in het netwerk.
Kies hiervoor:

e een gebeurtenis (bv alarm ingang 1) uit de lijst

e de module (locaal of module in het netwerk)

e uitgang die u wilt activeren

e tijdsvertraging

e gebeurtenis (wijzigen status, activeren met tijd, continu activeren, deactiveren)

o tijd

STATUS SETTINGS
Events General Servers Remote modules Outputs Router control Cameras VOoIP Mebil application Report
7
# Qutput name Default state # Output name Default state
NO ~ NO ~
NO ~ NO ~
NO ~ NO ~

Control modules by internal event

Event Target Output Delay (sec) Output mode Time (sec)

+ ADD MORE

Control modules by external event

Event Target Qutput Delay (sec) Qutput mode Time (sec) Stop



10. Remote control instellingen (settings)

In dit menu kunt u een koude of warme herstart van de router configureren indien er geen
internetconnectie meer is.

e Server selector: kies uit één van de 3 voor geconfigureerde servers of kies voor “custom” en
vul zelf de “pingable server” in.

e Pinginterval: om de hoeveel seconden kijken of er nog internet aanwezig is?

e Retry interval for failed ping: interval in seconden bij wegvallen internet.

STATUS SETTINGS

Events General Servers Remate modules Cutputs Router control Cameras VOIP Mobil application Report

Server selector: Mone = 2

Pingable server 1: 5

Pingable server 2: ”
Ping interval: 60

second(s) ?

Retry interval for failed ping:

o

second(s) 7

Router warm restart
Router cold restart

Router warm restart
Vul de gegevens in van de router.
Nota: niet alle routers ondersteunen deze functie.

“/Router warm restart

Autodetect router IP:

D

Router IP address:

Connection mode: HTTP - 2

Password:

Number of failed ping attempts for

5 ?
router restart: -

=)
=
~3

Suspend monitoring after restart 5 minute(s) ?

for:




Router cold restart

Configureer een uitgang, locaal of op een andere module in het netwerk. Hierdoor kunt u de
netspanning naar de router even onderbreken waardoor de router opnieuw zal opstarten.

Nota: veelvuldig deze actie doen kan een nadelig effect hebben op de router.

¢ Router cold restart

Remote module:

Output for router restart:

Output activation time:

Number of warm restart attempts
before cold restart:

Number of failed ping attempts for
router restart:

Suspend monitoring after restart
for:

Local ~

1 -

3

5

second(s)

minute(s)

Test settings



11. Cameras instellingen (settings)

U kunt tot maximaal 4 camera’s configureren.
De URL die u dient in te vullen verschilt van cameramerk tot cameramerk.
Zie hoofdstuk 5 voor meer instellingen.

Events. General Servers Remote modules Outputs Router control Cameras VOoIP Mobil application Report

™, Available cameras ' refesn

Mo cameras available

ﬁ Added cameras

ﬂ Size of saved camera images and free space C' refresn

Capacity Saved snapshots size Free space Delete saved snapshots
3.89GB 0.06 MB (0.00 %) 2,88 GB (74.00 %) Delete




12. VolP instellingen (settings)

Met de IP BRIDGE PRO is het mogelijk om vocale meldingen en sms’en te versturen via VolP.
Hiervoor dient u in het bezit te zijn van een VolP telefooncentrale.

Vul alle gegevens in (SIP-server, gebruiker, wachtwoord ed) alsook één van de 4 telefoonnummers of
4 sms-nummers die moeten bereikt worden in geval van een gebeurtenis.

Zie hoofdstuk 5 voor instellingen bij een event.

Events General Servers Remote modules Qutputs Router control Cameras VaIp Mobil application Report

. |
- ?
<+Hxooooocooax format> ?
?
Voice call Phone number or SIP address
<Phone number (+xcoocooccco format) or SIP address:
<Phone number (+xxooccoccoak format) or SIP address:
<Phone number (+xcoooccocoo format) or SIP address>
<Phone number (+xcoooccoceo: format) or SIP address>
SMS SMS phone number
m <Phone number (+xoocoocooo: format)>
m <Phone number (+xooe0occoc format)=
SMS3 <Phone number (+xooo000000 format)>
m <Phone number (+xoocooocooc format)>



13. Mobil application instellingen (settings)

Installeer de TELL CONTROL CENTER op uw smartphone. Deze app kunt u terugvinden in de Google
play store of de apple app store.

Wanneer u de app voor het eerst opstart, staat u het gebruik van Pushberichten en camera toe.

L— =

CONTROL

ADD DEVICE

A

ControlCenter wil je
berichten sturen
Berichten kunnen bestaan uit
meldingen, geluiden en
symboolbadges. Dit kun je instellen in
Instellingen.

Sta niet toe Sta toe

Scan the QR-code given at the setup of
the device
with your camera!

Klik op het scherm om de camera te starten en de QR-code vanop de software te scannen en geef
toestemming om de camera

16:04

ebruiken wanneer dit gevraagd is.

teg
[<]

T=LL

CONTROLCENTER

ADD DEVICE

ControlCenter wil toegang tot
de camera

We need your camera to read
QR codes

Weiger

Scan the QR-code given at the setup of | |
the device
with your camera!




Activeer de cloud-connectie om een connectie te kunnen maken de smartphone.
Server IP: 54.75.242.103

Poort: 2020

Network: default

STATUS SETTINGS
Events General Servers Remote modules Outputs Router control Cameras VOIP Mobil application Report

Mobile application server settings

m ¢/ No connection ?
m 54.75.242.103 ?

?
# User name Mobile application ID Mobile device name C'
I <User name= <Mabile application 1D <Mobile device name> ]
n <User name= <Mabile application 1D> <Mobile device name: ]
n <User name: <Mabile application 1D> <Mobile device name> i
. <User name: <Mabile application 1D> <Mobile device name> ]

Klik op QR code zodat het mogelijk is om de QR code te scannen met de smartphone en vul de
gegevens in van de module. De gevraagde gebruiker is dezelfde als deze van de webpagina (admin of
user) alsook het gewijzigde wachtwoord. De naam die u dient in te vullen kunt u vrij kiezen.




14. Report instellingen (settings)

U kunt een automatisch rapport verzenden per mail van alle gebeurtenissen.
Vul in wanneer u dit rapport wenst te ontvangen samen met het e-mail adres en de te ontvangen
gebeurtenissen.

Events General Servers Remaote modules Outputs Router control Cameras VOoIP Mobil application Report

Report frequency: Daily v | Hour: 0~ Minute:| 0~ Send report now

E-mail addresses:

Custom: &

New event. &

Restore: &

Extemnal: &

New event: &

Restore:



15.

C-ID codes

Contact ID as of 2122015

100 Medical Jona |A non-specific medical condition exisls

101 |Personal Emergency Zone |Emergency Assislance requast

102 |Fail o report in Fone |A usar has failed to aclivate & monitoring device

110 |Fire Zona |A non-specific fire alarm condition exists

111 |Smoke Jona |An alarm has been triggered by a smoke delector

112 |Combustion Jona |An alarm has beean triggered by a combustion detector

113 |Waler Flow Zone |An alarm has been triggered by a water flow detector |

114 |Heal Zone |An alarm has been Iriggered by a heal daleclor

115 |Pull Station Jona |A pull station has been aclivated

116  |Duct Zona |An alarm has been triggered by a duct detector

117 |Flame Zone _|An alarm has been iriggered by a flame delector

118 |Near Alarm Zone |A near-alarm condition has been detected on a fire sensor

120 |Panic Jona  |A non-specific hold-up alarm exists

121 |Duress Usar |A duress code has beean entered by a usar

122 |Silent Zone |A silent hold-up alarm exists

123 |Audible Zone_|An audible hold-up alarm exists

124 |Duress — Access granied Jona |A duress code has been entered and granted al an entry door

125 |Duress — Egress granied Zona |A duress code has been entered and granted at an exil door

1268 |Hold-up suspicion print Usar A user has aclivaled a trigger Lo indicale a suspicious condition |

128 |Panic Verifier Zone [A confirmed Hokd-up condition exists

130  |Burglary Jona |A burglary zona has been violated while armed

131  |Perimaler Jona |A perimeler zone has bean violated while armed

132 [Interior Zona _|An intericr zone has been viclated while armed

133 [24 Hour (Safe) Fona |A 24 hour burglary zone has bean violated

134  |Entry/Exit Jona |An Entry/Exil zona has been violaled while armed

135 |Day/Might Jona |[An rouble by Day / alarm by Might zone has been viclated while
armed

136 |Outdoor Fona |An outdoor burglary zone has been violated while armed

137 [Tamper Fone  |A burglary zone has been lampered with while armed

138 |Mear alarm Jona |A burg sensor has detected a condition which will cause it o go inlo
alarm if the condition worsans

138 [Intrusion Varifier Fona | The specilied zona has verified thal an intrusion has occurred

140 |Genaral Alarm Jona |The specified zona is in an alarm condilion

141  |Polling loop open Zona |An opean circuil condition has been detecled on a polling loop while
the system was armed

142 |Polling loop shord Zona |A shor circuil condition has been detected on a polling loop while
the system was armed

143 |Expansion module failure Zona |A genaral failure condition has bean delected on an expansion
module while the syslem was armed

144 |Sensor lamper Zong |A sensor's lamper has been violated [case opened)

145 |Expansion module tamper Jona |Anexpansion module's tamper has been violaled (cabinet opaned)

146 |Silant Burglary Zona |A burglary zona has been violated while armed with no audible
notification produced

14T  [Sensor Supervision Failure Zone A sensor's suparvisory circuil has reporied a failure while the
syslem was armed

150 |24 Hour Non-Burglary Zone A non-burglary zone has been faulted

151 |Gas detecied Jona |The gas deleclor assigned to the specified zone has reporied a
Tault condition

152 [Refrigeration Zone |The refrigeralion detector assigned o the specified zone has
reported a faull condition

153 |Loss of heat Zona |The lemperatlure delector assigned to the specified zone has
reporiad a fault condition

154 |Waler Leakage Zona |The waler leak detector assigned lo the specified zona has
reported a faull condition

155 |Foil Break Zona |The specifiad zonae which is assigned o foil used as glass break

detection has reparted a fault condition




1586 |Day Trouble Zone |The specified 2ona which monitors trouble by day has reported a
faull condition while disarmed

157 |Low bottled gas level Zone |The gas level detactor assigned o the specified zone has reporied
a faull condition

158 |High tamp Zone |The over-lempearature deleclor assigned to the specified zone has
reportad a fault condition

158  |Low temp Zone |The under-lemperature delector assigned to the specified zone has
reported a faull condition

181 |Loss of air flow ZJone  |The air flow detector assigned to the specified zone has repaorted a
faull condition

162 |Carbon Monoxide detected ZJone |The carbon monoxide deteclor assigned to the specified zone has
reported a faull condition

1683 |Tank leval Jone |The lank level delector assigned o the specified zone has reported
a fault condition

1688 |High Humidity Zona A High Humidity condition has been delecled

168 |Low Humidity Jona  |A Low Humidity condition has been detected

200 |Fire Supervisory Zone |The supervisory circuitl of the specified fire zone has reported a fault
condition

201  |Low waber pressure Zone |The waler pressure sensor assigned to the specified zone has
reportad a fault condition

202 |Low CO2 Zone |The COZ2 prassure sensor assigned to the specified zone has
reportad a faull condilion

203 |Gale valve sensor Zonae |The gale valve sensor in the fire sprinkler system assigned 1o tha
specified 2one has reporled a faull condition

204  |Low watber level Zonae |The waler level sensor assigned o the specified zone has reported
a fault condition

205  |Pump activated Zone |The pump aclivity detector assigned to the specified zone has
reportad an active condition

206 |Pump failure Jone  |A pump output monitor assigned to the specified zone has reported
a fault condition

300 |System Trouble Jone |A genaral system trouble condition has been reported by the
spacifiied 2ona

301 |AC Loss Jona |AC power loss has been delected al a control or expansion module
whila the syslem was disarmed

302  |Low systemn battery Jona |A battary has failed a load lest while the system was disarmed

303 |RAM Checksum bad Zona _|A test of the system’s mamory has failed

304 |ROM checksum bad Zona _|A test of the system’s executable memory has failed

305 |System resal Fona | The system has resel and restarted

306 |Panel programming changed Zone |The programmed configuration of the panel has changed

307 |Self-test failure Jona | The system has failed & seli-lest

308 |System shutdown Zone [The system has been shut down and has stopped functioning

308 |Battery test failure Jone |The syslem backup battery has failed a load lest while the system
was disarmed

310 |Ground fault Zona _[The panal has detected a ground fault condition

311 |Battery Missing/Dwead Zone |The system has detecled that the backup battery is aither missing
ar completely discharged.

312  |Power Supply Cvarcurrant Jone |The system power supply has reporied an excessive current draw
condition

313 |Engineer Resel Usar __ |The specified service parson has issued a system reset

314  |Primary Power Supply Failure Zone |The syslem's primary power supply has failed a supervision tesl
Radio devices indicate this when the backup batlery charging circuit
has failed its supervision test

316 |System Tamper Zona |The sysiem has been lampered with and may have beaen
compraomised

320 |Sounder/Relay Zona |A trouble condition axists in the system's soundar/relay circuit |

321 Bell 1 Fona  |A trouble conditicn exists in the primary bell circuit

322 |Bell 2 Zona |A trouble condition exisls in the secondary bell circuil

323 |[Alarm relay Fona  |A trouble condition exisls in the system's alarm relay circuit

324 |Trouble ralay Zone (A trouble condition exists in the system's trouble relay circuit




325 |Reversing relay Fona |The specified TELCO reversing relay has reported a trouble
condition

3268 |Notification Appliance CkL # 3 Fane |A trouble condition exisls in the bell #3 circuil

327 |Notification Appliance Ckt. #4 Fana _|A trouble condition exisls in the bell #4 circuil

330 |System Peripheral trouble Fona |A system peripheral devica has reporied a trouble condition

331 |Polling loop open Fona |An opan circuil condition has been detecled on a polling loop while
the system was disarmed

332 |Polling loop short Fona |A shor circuitl condition has been delected on a polling loop while
the system was disarmed

333 |Expansion module failure Fona |A genaral failure condition has been detected on an expansion
module while the system was disarmed

334 |Repeater failure Fona |A repealer in the system has reported a failure condition while the
syslem was disarmed

335 |Local printer out of paper Fona |The printer attached to the panel has reparted an Out Of Paper
condition

336  |Local printar failure Fona |The printer attached to the panel has reported a failure condition

337 |Exp. Module DC Loss Fona |An expansion modula has detecled a DC power loss

338 |Exp. Module Low Ball. Zone |An expansion modula has datedled a low baltery condilion

339 |Exp. Module Resat Zone |An expansion modula has reset

341 |Exp. Module Tamper ZFona |An expansion module has detected its taper switch has been
faulted

342 |Exp. Module AC Loss Zone _|An expansion modula has deteded the loss of AC power |

343  |Exp. Module self-test fail Fona  |An expansion modula has failed a self-best

344 |RF Receiver Jam Delect Zane  |An RF receiver has detecled the presence of a jamming signal,
preventing it from receiving normal signals from the system RF
devicas

345 |AES Encryplion disabled' enabled |fone |E345 AES Encryption has been disabled
R345 AES Encryplion has been enabled

350 |Communication trouble Fona |The system has experienced difficulties communicating with the
caniral station

351 |Telco 1 fault Fona |The system has detecled a faull on the primary dial-up line

352 |Telco 2 fault Fona |The system has detecled a faull on the secondary dial-up ling

353 |Long Range Radio xmitter fauill Zong A faull has bean delecled in the leng rangs radio subsyslem |

354 |Failure to communicale avent Fona |The system was unable to communicate an event to the cantral
slation

355 |Loss of Radio suparvision Zone [The radio has nol reported in its designated supervision interval

356 |[Loss of central polling Zane  |The radio has detected a loss in the polling signal from it's
associaled eceiver

357 |Long Range Radio WVSWR problem (Zone  |The Long Range Radio has reported a transmitter’antenna problem

358 |Periodic Comm Test Fail /Restore [Fone  |A periodic Communication path test has failed
E358 Comm Fail- Communicator did nol check in with AlarmMet

N . during its suparvision intarval

358 [AlarmMel Communications Failure [Zone P59 Comm Eail Reminder
R358 Comm Fail Reslored

380 |Mew Registration A Communicalor has been newly registered with AlarmMal

agq  [futhorized Substilution An Authorized Substitution Registration was successful

Registration
ez  [Lnauthonized Substitution An Unauthorized Substitution Registration was blocked - Need PIN
Reqgistration

365 |Module Firmware Update A Firmware update was sent to the Communicatar

386 |Meodule Firmware Updale Failed A Firmware update was senl to the Communicator and failed

J70  |Protection loop Fona |The specified protection loop has reported a trouble condition

371  |Protection loop open Zane  |The specified protection loop has reported an open-loop troubde
condition

372  |Protection loop short Fona |The specified protection loop has reported a shorted-loop trouble
condition

373  |Fire troubla Fona  |A fire sensor has delected a trouble condition on the specified zone

whila the system was disarmed




374 |Exil error alarm (Zone) Fona |An exil arror condition has baen reported for the specified alarm
Zone
375 |Panic zone troubde Zong |The syslem has detecled a trouble condilion on the panic zone |
376 |Hold-up zone troubla Fone | The syslem has detecled a trouble condition on the hold-up zone
37T |Swinger Troubde Fone  |A fault has occurred on a zone that has been shul down due to
axcessiva alarms
378 |Cross-zone Troublae Fone |The specified zone in a cross-rone configuration has faulled without
a fault on ils cormesponding cross-zona in a specific time period
380 |Sensor trouble Fona |The specified sensor has raporied a troubde condition
381 |Loss of supervision - RF Fone |The specified zone has failed to report in during its designated
suparvision peariod
382 |Loss of supervision - RPM Fona |[An Remole Polled Module assigned Lo the specified zone has failed
SUparvision
383 |Sensor tampar Zone [The tamper switch on the specified sensor has bean faulted
384 |RF low baltery Fona |The specified battery powered RF zone has reporied a low battery
condition
385 |Smoke deteclor Hi sensitivily Zone |A smoke delector’s sensilivily level has drifted to the upper limil |
386 |Smoke detecior Low sensitivity Zone [A smoke detector's sensilivity level has drifted to the lower limil
387  (Intrusion detector Hi sensitivity Zone  [An infrusion deteclor's sensitivity level has drifled o the upper limit
388 |Intrusion detector Low sensitivity  |Zone  |[An intrusion deteclor's sensitivity level has drifted to the lower limit
388  |Sensor self-test failure Fona | The specified sensor has failed a self-test
391 |Sensor Waltch trouble Fona |A motion sensor has nol been triggerad within a pre-defined time
infarval
392  |Drift Compansation Errar Fona |A smoke detector cannol aulomatically adjust its sensitivity
333  |Maintenance Alerd Fona |The specified zone requires mainlenance
304 |1CO Deteclor needs replacement |Zone | The specified Carbon Monoxide detecior has reached end-of-life
400 |Open/Close User |The specified user has disarmed/armed the system
401 |OIC by user Usar |The specified user has disarmed/armed the syslem
402  |Group QIC Usar  |A group of zones has bean armed or disarmed
403 |Automalic O/C Usar |A parlilion has been aulomalically armed or disarmed |
404 |Late to O/C (Note: use 453 or 454 |User
instead )
405 |Deferred O/C (Obsolate- do not Usar
use |
406 |Cancel User |The specified user has cancelled the previously reported alarm
condition
407 |Remole arm/disarm Usar |The specified user has armed or disarmed the system from off-
premises
408  |Quick arm Usar  |The specified user has quick-armed the syslem
408  |Keyswitch O/C User |The specified user has armed or disarmed the syslem using a
keyswilch
441 |Armed STAY Usar | The specified user has armed the system in STAY moda
442 |Keyswitch Armed STAY Usar |The specified user has armed the system in STAY mode using a
keyswilch
443 [Armed with System Trouble User |The specified user has armed the systermn while overriding a trouble
Owarrida condition
450 (Exceplion QIC User |The system has been armed or disarmed outside of the configured
lime window
451 |Early O/C User |The system has been disarmed/armed by the specified user bafore
the configurad lime window has slarted
452  |Late O/C User |The system has been disarmediarmed by the specified user after
the configurad tims window has ended
453 |Failed to Open User |The system has failed lo have been disarmed during the
designaled time window
454  |Failed to Closa User |The system has failed lo be armed during the designated lime

i o




455 |Auto-arm Failed Usar |The system has failed lo automatically arm itself at the designated
lime
456 |Partial Arm Usar | The system has been only partially armed by the specified user |
457 |Exil Error (user) Usar |The specified user has made an arror axiting the premises after
arming the systam
458 |User on Pramisas Usar |A usar has disarmed the system after an alarm has cccurrad
458 |Recent Close User | The system had been armed within the last xx minutes
461 |Wirong Code Entry Zone
462 [Legal Code Eniry Ltsar
483  |Re-arm after Alarm Ltsar
484  |Auto-arm Time Exended Usar |A usar has successiully requestad that the system delay
aulomatically arming
485  |Panic Alarm Reseat Fona | The specified panic zone has been rasel
466 |Service On/Off Premises Liser A sarvice parson has anterad or lafl the premisas
411 |Callback request made User |A remole sile (central station) has requested the panel call it back
412 |Successiul download/access User |The configuration data of the system has been successfully
downloaded
413  |Unsuccessiul access Usar |A number of failed attempls have been made o remolely access
the system
414 |System shutdown command Usar |A central station has sent a system shuldown command Lo the
recaived pansl
415 |Dialer shuldown command Usar |A central station has sent a dialer shutdown command to the panel
recaived
416 |Successful Upload Fona |The configuration data of the syslem has been successfully
uploaded
421 |Access denied Usar |The access conlrol system has denied access lo the specified user
422  |Access report by user Liser
423 |Forced Access Zone [The specified access conirol door has been forced open
424 |Egress Denied Usar |The access conlrol system has denied egrass to the specified user
425 |Egress Granted Usar |The access conlrol system has granted egress for the specified
user
426 |Access Door propped opan Fana |The specified access conlrol door has been hald open
427  |Access point Door Status Monitor |fone  |The specified Access Pointl's Door Status Monitor has reported a
trouble trouble condition to the panel
428 |Access point Request To Exit Fona |The specified Access Poinl's Request To Exit zone has reported a
troubde trouble condition to the panel
429  |Access program mode entry Liser [The access confrol system has been pul into program mode |
430 |Access program mode exit User |The access confrol system has exited program modea
431  |Access threal level change Usar | The access conlrol system’s threal level has been changed
432 |Access relay'trigger fail Fona |The specified access control output device has failed to operate
proparly
433 |Access RTE shunt Fona |The specified Request To Exil zone has been shunted and will no
langer report activity
434  |Access DSM shunt Fona |The specified Door Status Monilor zone has been shunted and will
no longer report activity
435 |Second Person Access Usar |A second person has accessed an accass painl conforming to Two-
Man-Rule reguirements
436 |lrregular Access Lisar
501 |Access reader disable Zone |The credential reader on the specified access point has been
disabled
520  [SounderRelay Disabla Fone | The specilied sounder or relay has been disabled
521 |Bell 1 disable Zone [The specified output for Bell 1 has been disabled
522 |Bell 2 disable Zone  [The specified output for Bell 2 has been disabled
523  |Alarm relay disable Fona | The specified alarm relay has been disabled
524  |Trouble relay disable Fona | The specified rouble relay has been disablad
525 |Rewversing relay disable Zone [The specified reversing relay has bean disabled




526 |Mofification Appliance CkL # 3 Fona |The specified output for Bell 3 has been disabled
disabla
527  |Mofification Appliance CkL # 4 Fona |The specified output for Bell 4 has been disabled
disable
531  (Module Added Fane |The specified access control module has been added o the systam
532 |Module Removed Fona |The specified access conirol module has been removed from the
systam
551 |Dialer disabled Fona | The specified dialer has bean disabled
552 |Radio transmitter disabled Fona |The specified radio fransmitter has been disabled
553 |Remole Upload/Download disabled |[fone  |Remole configuration has been enabled
570 |ZonelSensor bypass Fana |The specified zone or sensor has been bypassed
571 |Fire bypass Zone [The specified fire zone has been bypassad
572 |24 Hour zone bypass Zone |The specified 24 hour zone has been bypassed
574 |Burg. Bypass Fona | The specified burglary zone has been bypassed
574 |Group bypass Usar  |A group of zones has bean bypassed
575 |Swinger bypass Fona |The specified zone which has reporied an excessive number of
faults/restores in a short pariod of time has bean bypassed
576 |Access zone shunt Fona |The specified zonea in the access control system has been shunted
and will no longer report activity
57T |Access poinl bypass Fona |The specified access point in the accass control system has been
bypassed and will allow the door 1o opan (unsecurad)
578 |Vaull Bypass Fona | The specified vaull zone has bean bypassed
578 |Ventl Zone Bypass Fona |The specified vant zone has bean bypassed and will no longer
report any activity
601 |Manual trigger test report Fona  |A test repord has been triggered manually
602 |Periodic lest report Fana |A pariodic test report has beean riggered
G603 |Periodic RF transmission Zone |A periodic RF path test report has been triggered
G4 |Fire test User _|The specified user has iniliated a test of the fire alarm zones
605 |Slatus repor to follow Fona
GOE  [Listen-in to follow Fone  |The system is about bo activale a 2-way audio session
GOT |Walk tesl mode Usar |The specified user has placed the system into the walk-test moda
for tesling purposes
G608 |Periodic test - System Trouble Fona |A paeriodic test has been triggered but the fire system has a trouble
Present condition present
609 |Wideo Xmitter active Zone [A video look-in session is aboul io begin
611 |Paint tested OK Fona | The specified point tested successiully
612 |Paint not tested Fona |The specified point has not bean testad
613 |Intrusion Zone Walk Tested Zone [The specified infrusion zone has been succassiully walk-tesied |
614 [Fire Zone Walk Tesled Zone | The specified fire Zone has been successiully walk-tested
615 |Panic Zona Walk Tested Fona | The specified panic zone has been successfully walk-tesied
616 |Service Reqguast Fana |A requesl has bean made for syslem sarvicing
621 |Ewvent Log reseat Fona |The avent log has bean resel and all stored avents have been
discarded
622 |Ewvent Log 50% full Fona | The avent log is 50% full
523 |Ewvent Log 90% full Zone [The event log is 90% full
624 |Event Log overflow Zone [The event log has overflowed and evants have been lost
625 |Tima'Date resat User |The time and date have been reset lo a new value by the specifiad
user
626 | Timae/Date inaccurale Zone [The system time and dale is known to be in arror
627 |Program mode entry Zone [The system has been placed inlo program mode
628  |Program mode exit Fona | The syslem has exiled program mode
628 |32 Hour Evant log marker Fana
630 |Schedula change Zone [The specified fire/burglary schedule has been changed |
631 |Exceplion schadule change Zona |The ime schedule for avenlt reporting by exceplion has been
changad
632 |Access schedule change Fona |The specified access conlrol schadula has been changed
541 |Senior Watch Trouble Zone [A person has nol aclivated a motion sensor in a specified period
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G42 |Lalch-key Supernvision Usar _|A child has disarmed the system (after school)

651  |Reserved for Ademco Use Zane

652 |Reserved for Ademco Use Lisar

653 |Reserved for Ademco Use Lisar

654 |Systemn Inactivity Fona |Systam has nol been operated for x days

655 |User Code X modified by Installer  |User | The Installer has modified the specified Usar's code

T03  |Auxiliary #3 Fane

704 |Installar Tast Fane

750  [User Assigned

751 |User Assigned

752 [User Assigned

753  |User Assigned

TH4  |User Assigned

75 |Usar Assigned

756 |User Assigned

757  |User Assigned

758 |User Assigned

758  |User Assigned

TE0_ |User Assigned

781 |User Assigned

TB2 |User Assigned

783 |User Assigned

TE4  |User Assigned

785  [User Assigned

TEE_[User Assigned

TET |User Assigned

TE8  |User Assigned

788  |User Assigned

770 [User Assigned

771 |User Assigned

772 |User Assigned

773 |User Assigned

774 |User Assigned

775 |User Assigned

776 |User Assigned

77T |User Assigned

778 |User Assigned

778 |User Assigned

780 [User Assigned

781 [User Assigned

782 [User Assigned

783  |User Assigned

TB4  |User Assigned

THE _ [User Assigned

786  |User Assigned

TAT |User Assigned

7HE __|User Assigned

788  |User Assigned

T3 |Unable to output signal [Derived  |fonea

Channel)
798 |STU Conlroller down (Dearived Fona
Channel)

900 |Download Aborl Downl |The specified Downloadear ID has aborted a download sequence in
oader |progress
10

901 |Download Start/End Downl |Downloadar has started or ended a download sequence to the
oader |panel




902 |Download Interrupled Downl |A download sequence has been intarrupted
oader
D
903 |Device Flash Update Started/ Davice |A code updale for a device has started (ES03) or completed
Complaled successfully (R903)
904 |Device Flash Update Failed Davice |A code updale for a device has failed
910 |Auto-close with Bypass Fona |An auto-close sequence has been started and the specified zone
has been bypassad
911 |Bypass Clasing Foana
912 |Fire Alarm Silence Fone | The fire alarm has been silenced
913  |Supervisony Paint lest Star/End Usar A fire supenvisory device has bean lested
914  |Hold-up tlesl StarlEnd User  |The specified user has slarled or ended a hold-up test
915 |Burg. Test Print StartVEnd Usar |The printed progress of a burglary test has bean starled or ended
916 |Supervisory Test Print Start/End Usar |The printed progress of a supervisory test has been slaried or
anded
917 |Burg. Diagnostics Start/End Zone |A burglary system diagnostic test has bean starled o ended |
918 |Fire Diagnostics Start'End Zone  |A fire system diagnostic test has been starled or ended
918 |Uniyped diagnoslics Fana
920 |Trouble Closing (closed with burg. |User
during exil)
921 |Access Denied Code Uinknown User |Access has been denied bacause the system did nol recognize the
supplied access code as valid
922 |Supervisory Point Alarm Zone [The specified supervisory point has reported an alarm conditicn |
923 | Supervisory Poinl Bypass Zone | The specilied supervisory point has been bypassed
924  |Supervisony Paint Troubla Fona | The specified suparvisory point has reported a trouble condition
925 |Hold-up Point Bypass Fone | The specilied hold-up point has been bypassed
926 |AC Failure for 4 hours Zone [There has been a loss of AC power for at least four hours
927 |Output Trouble Zone [The specified outpul has reporied a trouble condition
928 |User code for event Usar |This message conlains the ID of the user who triggered the
previous avant
929  [Log-off User [The specified user has loaged-off of the system
954 |CS Connectlion Failure Fona |The specified CS conneclion has failed/restored
981 |Rovr Dalabase Connection Zone  |The connection o the receiver's database has failed/restorad
Fail'Reslore
982 |License Expiration Molify Fana |The product license has been lerminated (TE10PC)




