Access Control Manager™ Virtual
Getting Started Guide

3. Open Web Browser

Open the web browser on the connected PC
and type this IP address: 169.254.1.250
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1. Obtain the Activation ID

When you purchase a license for your Access
Control Manager Virtual appliance, Avigilon
generates a unique Activation ID for your license.

https:/{169.254.1.250|

If a message indicates a connection or security
error, refer to Access Control Manager
Troubleshooting Browser Issues overleaf.

The Activation ID is sent to you in:

+ Aconfirmation email 4. Logintothe Application

When the login screen appears, enter admin
for both Login and Password. Click Sign in. You
must change the default password as shown:

. A package

All your Activation IDs are permanently stored in
your FNO account with Avigilon.

2. Download the ACM Virtual Files aviciron

1 In a web browser connected to the internet, Access Control Manager”
gO tO the AVig”On Support COmmUnity: You mustchangeihsdffaun password before you can access the system.
support.avigilon.com samin

Current password

2. Login orregister.
Note: To register, click Register, complete
the registration form and click Submit.
A temporary password is emailed to the
provided address.

New password

Confirm new password

3. Inthe top menu bar of the Avigilon Support
Community, click the Avigilon logo and
select Support Community.

The Access Control Manager application main
menu appears.

4.  Click Software Downloads. In Category,
select ACM 6. 5. Edit Hostname

The default hostname for each appliance is

ACM. If you need to set a specific hostname

for the appliance, do so at this point before the

ACM appliance is connected to the network.

5. Scroll down the list of assets to the Virtual
Machine section and select the most
recent ACM 6.x.x Virtual Image for your
virtualization platform.

6. C!ickvthe Downlo_ad button gnd save the 1. From the top-right corner, select ﬂ >
:2|p file to a location accessible to your VM Appliance to display the Appliance: Edit
instance. page on the Appliance tab.

Extract the ACM Virtual files. 2. Onthe Appliance tab, enter a new Host

8. Install the files according to your Name.
virtualization platform instructions. 3. Click the J Save button.

Note: The Virtual Machine console is not
available for customers use. Customers will
connect to their ACM Virtual Machine via the web
browser only.

The ACM appliance automatically restarts.

avigilon.com

6. Accept EULA

After you log in the second time, accept the end
user license agreement (EULA).

1.

Click the link below End user license must
be accepted. Accept EULA to stay in
compliance.

2. Review the EULA and then select thel
accept the terms of the License Agreement
check box.

3.  Click Submit.

7. License the Application

Enter the Activation ID provided in the email from
Avigilon that is marked “IMPORTANT - DO NOT
DISCARD™:

1.

From the top-right corner, click 'ﬁ
Appliance.

Click the About tab.
Click HjJAdd License to display the Add

Licenses dialog.

If the appliance has internet access:

1.
2.
3.

Click the Automatic tab.
Enter the Activation ID.

cick [ —

If the appliance does not have internet access:

1.

Click the Manual tab.
Enter the Activation ID.

Click to generate the activation
file.

Complete the on-screen instructions to
upload the file to Avigilon and receive
a valid license file using a computer
connected to the internet.

The activation file name is:
Activation File.key

The license file name is:
capabilityResponse.bin

Upload the license file to the ACM system

and click [ —
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Configure Port Settings

Configure the Ethernet port:

1.

4.

i Monitor ~

From the top-right corner, click ﬁ
Appliance.

Click the Ports tab and then select Port-1.

Enter the required values: Name, IP
Address, Netmask and Network Gateway.

AVIGILON | Access Control Manager

midentities ~ || Wi Reports ~ || [@PhysicalAccess ~ || &*Roles ~

Port: Edit
soance | secess | pots | mepicsion ssens | 10CONSUIE your IT manager
iR for the IP Address, Netmask
Name: [Pl and Network Gateway
Link status: Up :
1P Adress: 1040111 values appropriate for your
Netmask: | 2552552550 v installatlon.

Network Gateway: | 10.40.11.254

MAC Address: [00.0c29:82b1 21

o save| | $8 Cancel Changes

Click the f Save button.

The appliance automatically restarts.
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If the Access Control Manager application site is not found If a security exception screen appears...
and one of these messages appears...

.
w When using Firefox: When using Edge: w When using Firefox: @ When using Internet Explorer:

£ Your connection is not secure

g There is a problem with this website's security certificate
1 The connection has timed out

X The owner of 1692541 pery. o  secunty certficate presented by this website was not issued by  trusted certfcate
5 e server at 169.254.1.250 s taking to0 long to respond. O Hmmm...can't reach this page Frctochis Rot omected o this webst suthortty
Learn more. o 5dd!
= The site coud be temporarly unavalable or too busy. Try again in a few .0 Try this Report ertors ke this o help Mozilla identity and block malicous sites tat
moments.
= 1f you are unable to load any pages, check your computer's network « Make sure you've got the right web X oo
connection. address: hitps://169.254.1.250 We recommend that you close this webpage and do not continue to this website.
= 1 your computer or network is protected by a frewal or proxy, make sure that FPSAIERA%

9
Frsfox s permitted to access the Web. + Search for *htps://169.254.1.250" on Bing

. @ Continue to this website (no}, recommended)
1. Click the Advanced button. - :
A

* Refresh the page * & Maore information,

Details
1692541250 e n il sty crcte Click Continue to this website (not
The certfcae s ot ste necuse s el igned
The certificate is oly vaid for recommended).
) If you are using Edge, update your browser o codes MOTILA_PXX_ERROR SEL SIGNED_CER
- When using Chrome™: oL g Edge, up Y
y version before trying the following steps.
prip— o
This webpage is not available @ chrome i . ) When usmg Safarl:
. ’ ) . 2. Click the Add Exception... button.
be down, o you may be expaincing issues vith you nternet connection. 1. If the Link LED on your router is
e not lit, ensure the Ethernet cable is AddcuiyEcspion x g7 | Sfrlontyerntythe Kently ofithe webslie
+ Check your Intemet connection Restart any router, modem. or other network devices you may be usin S You are sbout to override how Firefox identfies this site. I | G e
s Gool Crome 5 8 st sy nyu vl o ats satware's seings. 14,5 sdy  pamited connected. A e " & The certificate for this website was signed by an unknown
Moo 1y e o e o — — et o et Mmoo
e oing. yo e vk 1o hd i v s s o oy e oo e wrenh oot < tha s pretending o be 192.168.1.28" which could put your
otings > St sdvanced sotinge. > Chanas mrosy sctlinge. - LAN Sotings ant dessoct the -Uor This site atempts o identiy sl with il nformation. Yiew. confidential information at risk. Would you like to connect to
ey A o 00 oy g LA S o el e 2. If one of the messages shown e— the website anyway? i
above appears, ensure the

network IP address is not set to
169.254.1.250 which is the default

oy Show Certificate @

[ Bermanentystore this exception

— IP address for the appliance port in [Conim secuiy xcspien | | Conet | . .
f_ When using Internet Explorer: Access Control Manager. ) Click the Continue button.
3. Click the Get Certificate button.
3. To ensure the cable is connected 4. Check Permanently store this exception.
Oonps! Internet Explorer could not connect to 169.254.1.250 and no conflict occurs with the IP . « : : P . .
bare e some gt address, type ping 169.2541.250 > pliek the “Confirm Security Bxception When using Edge:
R ata DOS command prompt. If there uton: o
* o compts or ot poected by el o oy, make s o brwser is no response, double check the This site is not secure
or connection and IP address. If the

This might mean that someone’s trying to fool you
Tya saarch connection and IP address are @ When using Chrome: e e ey oot
correct, call Avigilon Technical 4
Support for assistance.

1 Go to your Start page

Details
/a The site's security certificate is not trusted!
H H Your PC doesn't trust this website’s securif
When using Safari: Yo [ —— = P v

tsomn y or an ttacker may The hostname in the website’s security certificate
be trying to ntercept your communications. differs from the website you are trying to visit.
You especially f you har e e Error Code: DLG_FLAGS_INVALID_CA

Safari can’t connect to the server. DLG_FLAGS_SEC_CERT_CN_INVALID

Safari can't open the page "https://169.254.1.250 " because it could not connect o the server *169,254.1.250 ™ » Halp me undarstand Go on to the webpage (Not recommended)

Click Proceed anyway. Click Go on to the webpage (Not
recommended).
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