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Introduction 2

1 Introduction

1.1 Getting Started

The contextual help is available on each page by clicking on the icon ﬂ in the right top menu (on
acomputer or atablet). The corresponding help page opensin anew tab.

Full documentation in PDFformat canalso be downloaded from the Foxstream website:

http://www.foxstream.fr/get.php?product=foxbox&version=3.2.0&type=doc&lang=en
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3 FoxBox

1.1.1 Quick start guide

Before using FoxBox, make sure you have the following components:

mo o>

727

Only for hybrid models

FoxBox

Power cord

110V/220V ~ to 12V —3A mains adapter

Octopus cable to capture 4 analog video signals (only for hybrid models)

10 points connectors (2 connectors for 2 and 4 channels models, 4 connectors for the 8
channels model)

FoxBox connectors

IoTmMON®>®

AB CBBD E F G 0

Power plug to connect the FoxBox to the mains adapter

VGA/HDMI/DisplayPort adapters to connect the FoxBox toa screen

4 USB ports to connecta keyboard, mouse and a flash drive

2 Ethernet ports to connect the FoxBox to the network

Plug to connect the BNC octopus cable for analog cameras (only for hybrid models)

Earth ground

Connector 1 to 5 for on-off control outputs (dry contact, max12V/100mA)

Connector 6 to 9 for on-off control outputs (dry contact, max 12V/100mA) (only for the 8
channels model)

Connector 1 to 5 for powered inputs
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J. Connector 6 to 9 for powered inputs (only for the 8 channels model)

Reminder: During normal use, the screen, the keyboard and the mouse are not used.

FoxBox screen

r-
-l. ST /aesAn

-H- INTELLIGENT YIDED

AR5 o FOXBDX

The FoxBox screen allows to know the FoxBox state. Here are the possible messages:

On screen message Meaning
No message / Black The FoxBox is switched off. Plug the FoxBox into the mains
screen through the adapter.

FOXBOX INIT The FoxBox is initializing (starting, restarting, configuration

update). This step may take up to 2 to 3 minutes.

ANALYSIS -> OFF The FoxBox is working properly but the analysis is not enabled.
ANALYSIS -> ON The analysis is enabled. No alarm is raised.
ALARM -> OFF
ANALYSIS -> ON The analysis is enabled. An alarm is raised.
ALARM -> ON
SYSTEM ERROR A malfunctionappeared.

Unplug the FoxBox and plug it back in after about ten seconds.
If the problem persists after 5 minutes, contact support.
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5 FoxBox

Connection settings

The default FoxBox connection settings through a web browser (Chrome, Firefox) are:
o |P address of the left :192.168.0.199 (subnet mask:255.255.255.0)

connector

e |P address of the right : DHCP
connector

e Administrator  profile : username="admin", password to set on first use

Video connection

When using an analog camera, a ground potential difference may exist between the different
BNC cables. This can cause signal noise and damage circuits.

We recommend that you use ground bar insulators.

Connecting inputs / outputs

Diagram for connecting outputs

DO+

s

o
DO-

FoxBox

Power supply voltage: 12 Vdc
Maximum current: 100 mA*

12V

*If necessary, provide an R current limiting resistor to prevent

a short circuit in the external power sup

Connector H (front view)

ply.

Diagram for connecting inputs

5k DI+

FoxBox

DI-

Power supply voltage: 12 to 24 Vdc
Power consumption: 2 mA to 4 mA

Connector J (front view)

N/A | N/A |DO 9-|DO 9+ DO 8-|DO 8+|DO 7-|DO 7+

DO 6-

DO 6+

N/A

N/A

DI 9-|DI 9+|DI 8-|DI 8+ DI 7-|DI 7+

DI 6-

DI 6+

Connector G (front view)

Connector | (front view)

DO 5-|DO 5+| DO 4-|DO 44| DO 3-|DO 3+|DO 2-|DO 2+

DO 1-

DO 1+

DI 5-

DI 5+

DI 4-|DI 4+ DI 3-|DI 3+|DI 2-|DI 2+

- DI 1+

Observations:
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Introduction 6

The inputs and outputs are associated respectively with cameras with the same indices,
according to the maximum number of cameras allowed.

Input9 (or input 5 for the 4-channel model, or input 3 for the 2-channel model) can be used
to activate / deactivate the analysis.

The use of output 9 (or output 5 for the 4-channel model, or output 3 for the 2-channel
model) is configurable.

Foxstream support team contact

Phone: +33 427118032 (from monday to friday ,9am-12.30am and 1am-6pm, 5pm friday)
Email: support@foxstream.fr

SAFETY INSTRUCTIONS

Electrostatic discharge can damage the
FoxBox: use an anti-static wrist strap
before any intervention.

INSTRUCTIONS FORRESPECTING THE CESTANDARD
Use an Ethernet cable less than 30m long

Connect the FoxBox to earth with a cable
smaller than 3m

1.1.2 Connection

To connect to FoxBox, simply connect to the network, open any web browser (Internet Explorer,
Google Chrome, Firefox, Safari, Edge, etc.) andenter 192.168.0.199 into the browser address bar.

It is also possible to connect a screen/keyboard/mouse to the unit. The FoxFox account has no
password. Itis used for local configuration of the unit. Sessions opened in client account close after
5 minutes of inactivity. This connection method with a screen/keyboard/mouse is the faster way to
modify the FoxBox IP address and to check/find its IP address (menu Configuration/System/
Network).

You can reset all the FoxBox configuration by opening a local session (with screen/keyboard/
mouse) and then going tothe address http://127.0.0.1/api/LocalOnly/ConfigurationReset.php

1.1.3 Checking system

In order toensure that aconnection toFoxBox can be set up correctly, before you connect FoxBox
tothe network, checkthatthe IP address 192.168.0.199 isavailable.

InWindows, launch ‘Command Prompt’ from the Windows ‘ Accessories’ window (or type in ’cmd

Copyright 2004-2021 Foxstream SAS FoxBox 3.2.0
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7 FoxBox

‘) and enter the command ‘ping 192.168.0.199’. You should normally receive a message like
‘destination host unreachable’.

If youreceive aseries of messages starting with ‘Answer from 192.168.0.199 ... ‘, this means that
another device already has the address in question. Inthis case, you should temporarily disconnect
that particular device from the network or separate your subnet by disconnecting the hub from
inboundtraffic.

You should also check whether the network settings of the machine fromwhich you want to connect
to FoxBox are compatible. To check this, launch ‘Command Prompt’ again from the Windows
*Accessories’ menu and enter the command ‘ipconfig’. Depending on the complexity of your device
and the number of network or wireless network cards it has, several transmission lines will be
available.

On most devices, the wired Ethernet connection is made via the *Local Area Connection’ card.
Check that the IPv4 address under the heading ‘Ethernet Adapter Local Area Connection’ is a
192.168.0.xxx number where xxx is anumber between 1 and 255. If your IP address is not of this
type, orifthe value ofxxx is 199, you must change your network settings.

Warning

If you change your network settings, this may cause your computer or other devices connected to
your network to malfunction. It requires network knowledge and administrator rights to change
network settings. If inany doubt, contact your networkadministrator.

Foxstream declinesall liability for any changes tothese network settings.

The following information is useful for changing network settings. Generally computers are
configured in such a way that their IP address is given by a DHCP server. For example, in
Windows, the Properties window contains the following settings:

Copyright 2004-2021 Foxstream SAS FoxBox 3.2.0
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Internet Protocol Version 4 (TCP/IPwd) Properties @

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

i@ Dbtain an IP address automatically:
() Use the following IP address:

i@ Obtain DNS server address automatically

() Use the following DMS server addresses:

Validate settings upon exit

[ oK ][ Cancel ]

This window can be opened by going to Windows ‘Network and Sharing Centre’ selecting
Change Adapter Settings’, then ‘Connect to LAN’, then ‘Internet Protocol Version 4’ and
finally clicking the ‘Change’ button.

You canalso enter the following configuration:
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9 FoxBox

Internet Protocol Version 4 (TCP/IPwd) Properties @

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

i) Obtain an IP address automatically
@ Use the following IP address:

IF address: 192 . 168 . 0 199
Subnet mask: 255,255,255, 0
Default gateway: 192 . 188 . 0 . 1

Obtain DMNS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

[] validate settings upon exit

[ oK ][ Cancel ]

Make sure that the address that you are about to enter is notalready used by another device on
the network.

When you have finished configuring FoxBox, remember torestore youroriginal network settings.

Warning:
FoxBox may not detect very brief power outages (of around one second). Consequently, it may
fail torestartafter anoutage. If yourinstallation is prone to power outages, use aninverter.

Copyright 2004-2021 Foxstream SAS FoxBox 3.2.0
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2 Live viewing and recording

2.1 Connection

If you want to view the FoxBox home screen, simply enter the FoxBox IP address into any web
browser which supportsHTML 5.

The FoxBox has two types of profile: the “administrator” profile which allows full access to
viewing and configuration, and the “user” profile which only allows viewing of live video streams
and their recordings. At first use, the first page prompts you to create your username and
password for the systemadministrator:

L rroXS T AsAM

Choose your username and password for the admin account @EN ~

2  admin

Then, and for eachnew connection, the first page invites you to enter the connection identifiers:
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L ruXS T ReAM

r SMART VIDED ANALYTICS

Connection page
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2.2 Home Page

Togotothehomepage, you haveto loginusingyour ID. This ID remains valid for the entire
session.

All FoxBox pages follow the same format. They comprise:

- a topbannerwhichcontainsthe menu,

- a centre body,

- f the display is large enough and you are navigating in the configuration, the
configurationmenu is displayed onthe left.

rmnp —— f—
L Al UXSTH:AM Home Live video Recordings Configuration @EN~ @ O
E\JB SMART VIDED ANALYTICS

FoxBox Equipment
FoxBox Site FoxBox 3.0.1.35341
Serial number:
Model FB8I

Cameras Signal Analysis Alarms

Caml v v 7

Cam5 v v 5

Camé v v 2

Cam8g + v 2

Alarms of the last 24 hours: 16

See the getting started guide

Registering your FoxBox

FoxStream - 6 rue du Dauphiné - 69120 Vaulx-en-Velin, France http:/www.foxstream.us.com

Technical support: +33(0)4 27 11 80 32 - supportafoxstream.fr

Sample page with top banner, top menu bar and centre body.

Flagsonthe banner allow youto select the website language.
Whenyou click help (?) you red the help associated with the current page.
The ‘DISCONNECT’ buttonallows youto close the sessionand returnto the login page.

Language selection, help and disconnect buttons.

Copyright 2004-2021 Foxstream SAS FoxBox 3.2.0



Live viewing and recording 14

The menu you see onthe left depends on the rights you acquired upon connecting (based on your
profile). Whichever profile you have, it will include at least the three following items: ‘Home’, *
Live Video’ and ‘Recordings’.

If you have administrationrights, the menu will include afourthitem *Configuration’.

Home Live video Recordings Configuration

Home Live video Recordings

Administrator menu on top and user menu below.

The home page contains the following information:

e Top right, the site identity certificate. When you first connect and until you have filled in the
different fields on the configuration page, thisidentity certificate will be empty, by default.

FoxBox

FoxBox Site_1
6 rue du dauphine

Vaulx-en-Velin
France

Customisable site identity certificate

o Thelistofall active cameras is at the center bottom. Each camerais linked to two indicator
lights. Ifthe first visual indicator isticked (), camerastream acquisition is correctand there are
no faults. Ifthe visual indicator bearsacross (), there is a fault with the camera stream. The
second visual indicator showswhether the camerastream is currently analyzingor not. Ifa
cameradoes notappear onthe list, it has been disabled.

Copyright 2004-2021 Foxstream SAS FoxBox 3.2.0



15 FoxBox

Cameras Signal Analysis Alarms
Cami v v 7
Cam5 v v 5
Camé v v 2
Cam8 v v 2
Alarms of the last 24 hours: 16

List of cameras

Warning. The information contained on this page is not updated automatically. It dates from the
timewhen the page wasfirst displayed. If you want to seethe status of the cameras or the alarms,
click oneitherthe ‘update [ orthe ‘refresh [button of yourbrowser.
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2.3

Live video

The ‘Live Video(page is used to view the images transmitted by the cameras connected to
FoxBox inreal time. You canview up to 8 camerassimultaneously.

You canview a camera with medium resolution (640x480) in the center of the page. You can
view on the leftvideo streams with low resolution and areduced frame rate.

Cami Cam2 Cami

Cam3 Cam4d

Camera Viewing Page

When you click on a low-resolution image, the associated camera will then be displayed in the
medium-resolution frame. If you click on the medium-resolution image, itis then displayed in native
resolution, but you can no longer view the other cameras. Click on the high-resolution image to
return tothe previous setting.

Thebutton - isusedtodisplay or notdisplay the outlining of objects inalarm. By default,
objectoutliningisenabled.

Copyright 2004-2021 Foxstream SAS FoxBox 3.2.0
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FoxBox

2.4

Recordings

The ‘Recordings’ pageis used toview videos recorded on FoxBox. This page looks asfollows:

=-= FDXSTH E AM Home Live video Recordings Configuration @EN~ ©

Wl SMART VIDED ANALYTICS

Alarms of the day All alarms

Date Time Camera
03/07/2019 11:41:50 Cami
03/07/2019 11:40:46 Cami
03/07/2019 11:40:30 Cami
03/07/2019 11:39:24 Cami
03/07/2019 11:36:11 Cami
03/07/2019 11:33:30 Cami
03/07/2019 11:26:20 Caml
03/07/2019 11:25:30 Caml
03/07/2019 11:24:44 Camil
03/07/2019 11:22:40 Caml : .
Caml
03/07/2019 11:21:41 Cami n: . 03/07/2018 11:41:59.141

03/07/2019  11:16:59 Cami Continuous recording ¥ | |

03/07/2019  10:46:54 Caml

-

Refresh alarms

Recording viewing page

Itcontainsavideodisplay area, anindex listin atable with 2 tabs. In the first one, you can choose
to see the alarms of the current day. In the second one, you select a date (under the tab "All
alarms™), and eventually acamera, to see alarms of thisday. There isalso a data-entry area (under
the"Continuousrecording" link) where you can view any segments of video which are notaccessible
throughthe index. The “‘export’ button is used to export several seconds of video sequence (see
below for more details).

The control buttons under the video allow you to respectively: rewind ximages, rewind one image,

pause playback (andre-start), advance by oneimage, advance by ximages. The last button “
is used todisplay orhide the outlining of objectsinalarm.

The ‘export’is used toexport several seconds ofvideo sequence from the image displayed on the
screen. Whenyou click onthis button, the video is interrupted and a pop-up menu appears on the
screen. This allows you to set the number of seconds before and after the segment that you
currently are viewing, object contours and other information :

Copyright 2004-2021 Foxstream SAS FoxBox 3.2.0
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seconds before

]

Objects in alarm

Camera name

seconds after

15

Detection area

Timestamp

Pop-up menu for video export

Thefile is exported as an AV file, a standard format used for most video players. The exported

video is compressed using XVID.

Copyright 2004-2021 Foxstream SAS
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3 Configuration

3.1 General

The configuration pages can only be accessed by users with an administrator account. They are
used toconfigure the behaviour of FoxBox.

Whenyouclick on *‘Configuration’, the sub-menu is displayed under the menu bar:

rang —— —
L A oXSTR=AM Home Livevideo Recordings | Configuration GEN- O O
BuJB SMART VIDEQ ANALYTICS
System Analysis
C f' t- General General
on Igura ion Network Area &
User Perspective
Event
Alarm Maintenance
Technical defect
Storage General
Backup
. . Logs
Vldeo InDUt System state
Acquisition Test
Camé v v 2
Cams 4 v 2
Alarms of the last 24 hours: 42

See the getting started guide

Registering your FoxBox

FoxStream - 6 rue du Dauphiné - 69120 Vaulx-en-Velin, France http://www.foxstream.us.com

Technical support: +33(0)4 27 11 80 32 - support@foxstream.fr
Configuration Menu and First Configuration Page

Important: All pages have at least one ‘Save’ button. This button lets you save any changes you
make to a page or section of page. Changes are then saved but will not be implemented by
FoxBox until you have clicked onthe *Click here toapply configuration| button on top of the main
menu. Thisbutton isonlyvisible when the changes have been made and saved, but notyet applied.

There is no need to apply the configuration every time that you ‘Save’ a page or page section.
You can apply when you have finished changing the settings for all the pages. When you apply a
configuration, site monitoring is temporarily suspended.
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FoxBox

The configuration menu comprises four mainsections: System Settings, Video Input, Analysis
and Maintenance.
- (System Settings’ includes the settings for access to FoxBox and for itsbehaviour inrelation
todifferentstimuli.
- [Video Input’is used toconfigure the acquisition of the differentchannels.
- [Analysis’ i used to set the sensitivity, analysis areas, and toconfigure the perspective.
- Maintenance’ is used toview logfiles and testthe behaviour of FoxBox.

Camera names must consist only of letters and numbers, and the character " *. The characters
accepted by the system (except for cameranames) are standard ASCII characters :
- Usual letters and digits : a-z; A-Z; 0-9

- Punctuation: !" ' (), -.1;?
- Othercharacters : #$% &*+/<>=@ []\"_ {} |~
- Space

Copyright 2004-2021 Foxstream SAS FoxBox 3.2.0
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3.2

3.2.1

3.2.2

3.2.3

System Settings

'System Settings’ on the configuration menu is used to enter the general settings for FoxBox. It
includes several sub-menus listed below.

General

Setting the FoxBox "ID card", date and local time zone. The FoxBox ID card contains information
used tofacilitate the identification of FoxBox.

Thisinformationisdisplayedon the FoxBox home pagel =1 and also sent by FoxXml protocol to
any clientthatwantsto connecttoit.

Some of the fields of the ID card have a particular purpose:
* ‘Name[ isusedasadefaultprefix forexportconfigurationfiles.

The ‘Message Language’ setting is used to format alarm messages which canbe embeddedin
imagesinthe chosen language.

Network

IP configuration of the FoxBox: by default, the "Ethernet1" card (connection onthe left
when looking at the back of the box) is configured with static IP with the address
192.168.0.199; the "Ethernet2" card (connection on the right whenyou look at the back of
thebox) isin DHCP.

Please remember that if you select ‘obtain an IP address automatically’, you should have all the
toolsyou need to discover FoxBox on the network or that you can plug a screen/mouse/keyboard
onthe FoxBox.

Thereisaproceduretorestore the configuration to default settings. For further information, please
see the chapter entitled'Getting Started'] 2.

User

Setting up ausername and password for the two profilesavailable on FoxBox. The
Administrator’ profile givesaccesstoall FoxBox pages, including configuration and functional
testing.

The “User’ profile only givesaccessto the live viewing and playback pages.

The userand administrator passwords can be used fora FoxXml connectionto the unit’s port
4000.
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3.24 Event

Thispage isused to configure FoxBox's behaviour inresponse to different stimuli.

Before presenting the different options, itis important to note that logic inputs 1 to 4 (or 1 to 8 for
the 8-channels model, or 1 to 2 for the 2-channels model) and logic outputs 1 to 4 (or 1 to 8 for
the 8-channels model, or 1 to 2 for the 2-channels model) are associated respectively with
acquisition channels 1to 4 (or 1 to 8 for the 8-channels model, or 1 to 2 for the 2-channels
model).

The “‘Events’ or more precisely the “Events Manager’ configuration pages presented
below:

Alarm condition

Analysis activation

Continuous v
/0 logic Positive (Normally Open) v
Alarm Analysis only v

Inhibition delay (s) 0

Save

Events manager configuration page

The first setting concerns the activation of the video images analysis. This activation can be
permanent, scheduled or depend oninput No 5 (or input No 9 for the 8-channels model, or input
No 3forthe 2-channelsmodel). Only one ofthe three options displayedmay be chosen.

¢ Permanentactivation meansthat FoxBox continuously analysesall video streams 24 hoursaday
seven days a week.

¢ Scheduled activation means thatanalysis is activated depending on a pre-set schedule and local
dateandtime. You will therefore need to check that the date and time of FoxBox are
synchronised onthe ‘ General [ = page.

Itis possible toconfigure the schedule byclicking on ‘Configuration’ to the right of ‘Scheduler’.
The schedule comprises a weekly timesheet in which each line corresponds to a day of the week
and each column to a 30-minute period. The red boxes indicate the times for which the analysis
has been enabled and the (light or dark) grey boxes, the times for which the analysis has been
disabled. To toggle between one and another (grey/red or red/grey), simply click on the
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corresponding box.

Schedule

9 10 M 12 13 14 15 1% 17 18 19 20 21 22 23

5 6 7 8

o e e
: HNNNRENREN RN NN AN NNEEENEEENEEEE

Sample of schedule where analysis is deactivated on working days (Monday, Tuesday, Wednesday, Thursday and
Friday)
from 8.30 am to 6.30 pm.

e Activation ofinput 5 (or inupt No 9 for the 8-channels model, orinput No 3 for the 2-channels
model) means thatanalysis is disabled when the electrical circuit connected to input 5 is closed,
andanalysis is activated when input 5 is open. Please remember that, if you are using Normally
Open logic, the behaviour of input 5 is reversed. In any case, regardless of activation mode,
analysis activation and deactivationapplies toall acquisition channels.

e Usercontrolactivation is done primarily through FoxXmlcommunication (see the Network page
for the connection port). To do this, you must send a "setevent™ request with the parameter
"AnalysisAll" equal to 0 todisable the analysis orequal to 1 to activate the analysis (consult the
FoxXml protocol documentation, available on request, for further information). It isalso possible
toenable ordisable the analysis via abutton that appears on the home page when this option is

selected:
FoxBox Analysis Equipment
FoxBox Site Disabled FoxBox 3.0.0.0

Serial number. S0
] Model FB4A

Input/output logicisused to enable active inputsand outputs.
Inpositive logic (Normally Open), active correspondsto high voltage oraclosed circuit.
Innegative logic (Normally Closed), active corresponds to low voltage or an open circuit.

The alarmsetting corresponds tothe events, orcombination of events, which will trigger the sending
of analarmnotification. There are several possible options:
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25 FoxBox

¢ [Analysis Alone’ meansthatonly intrusions detected from the analysis of videowill triggeran
alarm. Thisisthe defaultoption.

¢ (Input Logic’ means thatonly achange instatus of one of the logic inputs 1 to 4 (or 1 to 8 for
the 8-channelsmodel, or 1 to 2 for the 2-channels model) will trigger analarm. Thisis the option
to select when video stream analysis is not used and intrusions are detected by (infrared,
volumetric or other) sensors.

¢ (Input Logic and Analysis’ requires, for an alarm to be triggered, for there to be a relative
simultaneity (< to 5s) between the triggering of a sensor and the detection of an intrusion by
analysis of the video stream of the cameraassociated withthis particular sensor.

e Under ‘Input Logic or Analysis’, the triggering of a sensor or the detection of an intrusion by
analysis of the video stream of the camera associated with this particular sensor will trigger an
alarm.

¢ Under ‘Deactivated’, regardless of the status of the inputs orthe result of the analysis, no alarm
will be triggered. This is the option generally used during the installation phase or site
maintenance topreventfalsealarms.

Inhibitiontime allows the number of alarms generated to be restricted in order toavoid overloading
the FTP or TCP servers. Before examining how it functions, two remarks:

¢ thenumberofalarmsinvolved intheinhibitisfixedatfive, regardless ofthe value of the time
inhibit;
o ifthevalueofthetimeinhibitisequal tozero, the inhibition functionisdisabled.

For all other values greater than zero, the inhibition principle is as follows. Regardless of how
frequently they appear, the first five alarms are systematically generated. Thereafter, if the time
between the current *n” alarm and the ‘n-5 alarm is less than the inhibition time, no alarm is sent
and an “inhibition” message is added tothe logs. As long astime betweenthe current ‘n” alarm and
the *n-5"alarmis lessthan the inhibition time, noalarmis sent. For anew alarm to be sent, the time
betweenthatalarm andthe ‘n-5’ alarmmust be greaterthan the inhibition time.

Thismode of operationguaranteesthat therewill be notmorethan 5alarms for time period entered.

3.25 Alarms

This page s used to configure the behaviour of FoxBox when an alarm is generated. This page is
particularly important because this setting is responsible for the detection of an intrusion and the
sending of an alarmnotification.
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Before looking at the different options, it is important to note that logic inputs 1 to 4 (or 1 to 8 for
the 8-channelsmodel, or 1 to 2 for the 2-channelsmodel) and logic outputs 1 to 4 (or 1 to 8 for the
8-channelsmodel, or 1 to 2 for the 2-channel model) are associated withacquisitionchannels 1 to 4
(or 1 to 8for the 8-channelsmodel, or 1 to 2 for the 2-channel model) respectively.

The configuration page for ‘ Alarms or more specifically the * Events Manager’ isoutlined below.
Alarm notification

Use of output 9 Technical defect M

TCP alarm message

Send alarm sequence on FTP

Immix client

Send SIA messages

Alarm sending

Sequence of alarm images Configuration

Save

Events Manager or ‘Alarm’ Configuration Page for the 8 channels model

Output 5 (or output No 9 for the 8-channels model, or output No 3 for the 2-channels
model) isused to specify the information which output 5 should carry.

¢ Technical Fault’ indicates that output 5 (or output No 9 for the 8-channels model, or output
No 3 forthe 2-channels model) is used whenatechnical fault (generally the loss of the video
signal) isobserved by FoxBox.

e General Alarm’ indicates that output 5 (or output No 9 for the 8-channels model, or output
No 3forthe 2-channelsmodel) is used when an alarm associated with any camera or sensor is
detected. Inother words, output 5is usedwhen any other outputis used.

¢ [Analysisin Progress’ means that output5 (or output No 9 for the 8-channels model, or output
No 3forthe 2-channels model) isused when the analysis is activated.
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TCP Alarm message

Analarmmessage may besent as a simple transmission frame to a TCP server. This function can
beenabled ordisabled from this page. To configure the server settings and message contents click
on the “‘configuration’ button located on the right.

Server

Address 169.178.78.41

Port 1234 :
Message to send

Message 1 Alarm camera 1 rest
Message 2 Intrusion detection Test
Message 3 Door open et
Message 4

Test

Back

Configuration Page for TCP Alarm Messages

These server settings are simply its IP address and its listening port. Each message can be
customized byfilling inthe corresponding field. The message matches the name of the camera, by
default. The “Test buttons linked to each message allow the message to be sent manually to the
server. Please remember that, as is the case for all FoxBox functions, you must first ‘save” and
‘apply’ your changes if you wantthem to be taken into account.

Send alarm sequence on FTP

The fact thatalarm sequences are sent via FTP means that a sequence of images can be sent to an
FTP serverwhen analarmis detected. You canenable ordisablethisfunction onthis page. You can
access the full settings for this function by clicking the Configuration button on the right.
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FTP server

Server 160.178.76.41

Port 21 >
User demo

Password ssse

Mode O Active

® passive

Image sequence on FTP

Sequence type O JPEG image
® MJPEG movie

Back

Configuration page for sending a sequence of images to an FTP site

The configuration for sending sequences to an FTP can be broken down into two parts. The first
part concerns the connectionsettings tothe FTP server. Itisalso possible to testthe connection to
the server. The second part relates the sequence content (and container).

¢ The connection settings are fairly conventional. They are the server address (or URL), the
listening port and the user 1D (namely the login and the password).

e [Sequence Type’ is used to set file type (out of two possible choices). The sequence sent may
take the form of a succession of JPEG images recorded in different files, but compiled into a
single AV1video file. Ineither case, the name of each file contains the camera name, the date
and the time of the alarm. In the case of JPEG images, the file name also includes the image
sequence index.

IMMIX Client

The configuration of the Immix client makes it possible to sendalarm messagescontaining the images
of the alarm to the remote monitoring station. The complete configuration of this feature can be
accessed by pressing the “Configuration” button on the right after activating the function.
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Immix client

SMTP Server
SMTP port

Destination address

Back

1.2.34
25

station@monitoring.com

The remote monitoring station must provide connection information to their SMTP server (IP and
port) aswell asthe destination address (whichmust be inthe format of avalidemail address).

Send SIA messages

The configuration of the SIA messages makes it possible to send alarm messages and activation of
the surveillance to the remote monitoring station. The complete setting of this feature is accessible by

pressing the Configuration button onthe rightafter activating the function.

SIA account identification

Account number

SIA server

Main address

Secondary address

Test gateway

Server

Periodic sending

Interval

Back

01234567

Test principal server

24 Hours

Save

Configuration page for sending SIA

messages
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Allfields must befilled, thisinformation must be provided by the remote monitoring station. When
thisfeature isenabled, an SIA alarm message is senteachtimeanalarmistriggered by video
analysis. A message will also be sentto signal activationand deactivation of the surveillance.
Periodicsendingisusedtosignal that the system isstill operational.

Sequence of alarm images

Each camera has a frame buffer which allows a series of images to be generated when an alarm is
detected and for it to be sent via FTP or on request in FoxXml format. The settings for this buffer
can be changed by clicking onthe configuration button located on the right.

Sequence of alarm images

Interval between images (ms)

Number of images after alarm 10 s
Number of images before alarm 10 .
Format ® 4CIF

OcIF

e

Frame buffer configuration

o (Interval’ is used to set the time interval between two images used to construct a sequence.
Whatever the value used here, it does notaffectthe rate ofimage acquisition or the frequency of
video stream recording inany way.

o [Number of images before alarm’ shows the number of images saved before the alarmevent.
Thisnumber canbe equal to 0.

o [Number of images after alarm’ shows the number of images saved after the alarm event. This
number can be equal to 0.

¢ [Image Format’ sets the size of the images recorded. 4CIF (704x576) offers good resolution
but increases file size and therefore transmission time for the sequence of images. CIF
(352x288) reducesfilesize and also transmission time, but at the expense of resolution.

The sequence always contains the alarm image, added to the pre-/post- alarm images.
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Alarm sending

It is possible to increase transmission delay by a fixed value and check transmission conditions
after user-specified time has expired. This function is only available if the inhibition has been
enabled. The choice of delay type (whenactivating, deactivating or both) is available when avalue
is entered inthe alarm delay field:

Alarm sending

Sequence of alarm images

Configuration
Delay alarm notification of (s) (0 - 30
30)
Delay alarm when activating and deactivating analysis b
Save

A drop-down list is displayed when entering an alarm delay value

Thisfunction is useful particularly insituations where analysis is activated by analarm control panel,
but to deactivate the panel (and the analysis), a person must pass through a monitored zone. By
delaying alarm transmission when deactivating, a person who deactivates the control panel within
the specified time will not cause the alarms to be sent externally (FTP, FoxXml). In concrete
terms, thismeans thatall alarms are delayed, and if the analysis is deactivated before the end of the
delay, the alarm is canceled. When the delay is activated for activation, the analysis only really
starts after the delay time.

The timeinterval available for the delay varies between 0 and 3 times the time set for the inhibition
delay.

3.2.6 Technical Fault

FoxBox regularly checks that its different services are properly functioning, and has corrective
procedures should faults occur.

If a fault cannot be corrected within a reasonable period of time, a technical fault may be
generated. The ‘System - Technical Fault’ pageis used to select faults which should be notified.
This page only covers sending a notification; faults which are not activated are, nonetheless,
monitored and corrected where possible.

The faultvideo stream loss occurs when the camerasignal is lost (after several seconds for an analog
camera and aroundten seconds for an IP camera).
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The fault low framerate occurs when the acquisition or analysis framerate is below 4 images per
second orwhen the time gap between 2 acquired or analyzed images is greater than 600ms. It can
occurs when there is latency inthe camera or network orwhen the FoxBox is overloaded. This fault
is continuously monitored butthe alarmis raised every 2 minutes.

3.2.7 Storage

The storage page is used to set the period of time for which the recordings are to be stored. For
informational purposes, and provided that the bitrate remains at areasonable average, the FoxBox
can record video streams 24 hours a day over a period of 30 days with the following
configurations (2-channels, 4-channels and 8-channels models having the same storage capacity):

e 2video streamsin 800x600 resolution at 12 frames per second
¢ 4video streams in 800x600 resolution at 12 frames per second

e 8video streamsin 640x480resolution at 8 frames per second

When user-specified retention period hasexpired or the disk space is full, the oldest recordings are
automatically deleted.
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3.3
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Video input

Y ou can use the video input configuration pages to configure streaming acquisition.
Each page has a series of tabs, below the menu bar, which can be used to select the video
input.

ﬁ Cam2 Cam3 Camd

Video input selection tab - 4-channels model

m Cam2 Cam3 Cam4 Cam3 Camé Cam7 Eoms

Video input selection tab - 8-channels model

Acquisition

Thispage isused to configure the acquisition of video streaming. It comprises two parts.
Thefirstpartconcerns general settings. The second partdepends on acquisition type:
analogor IP. Every FoxBox support IP acquisition. There isahybrid version of the 4-
channels model that supportanalog and IP acquisition.

Thegeneral settingsare:
e (Camera Name’. This name is used to identify the camera for the live viewing and
recording pages. This name is also used to create the name for the image sequences
transmitted.

e [Acquisition Type’is used toselectthe type ofvideo stream: ‘analog’ or “IP’.

Itis possible todeactivate each camerausing the "Enable / Disable™ button. Disabled cameras won't
appear anymore on the home page and visualization pages. In order to avoid signal loss technical
alarms, the camerasthat are not usedshould be disabled.

Ifanalogacquisitionisselected, theadditional settingsare:

e Channel Number | (notmodifiable).

¢ Video Format is used tospecify the type of video signal of the camera, either ‘PAL’
or ‘NTSC’.

e Convert to Greyscale’ is used to set greyscale for the acquisition of a colour signal.
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When acolour video signal is very degraded (electromagnetic interference, poor lighting
at the scene, etc.), conversion togreyscaleimproves the picture.

w Cam2 Cam3 Cam4

General

Name Cam1

Acquisition type Analog e

Analog camera

Channel number 1

Video input format @®paL ONTSC

Gray level conversion O

Analog Input Configuration Page

To configure IP cameras, you must know your camera types, their IP addresses and their
usernames/passwords. You can search for IP cameras from FoxBox. If you click on “Search for
IP Cameras’, the box sends an ONVIF query toall devices onthe network and displaysthe result
on alist. Thislist can be used tohelp youwiththe configuration butit does notpermitautofill.

You should also checkthat the cameravideo stream does not exceed 800x600 pixels and a frame
rate of 12fps for the 2-channels or4-channelsmodels, or 640x480 pixels and a framerate of 8fps
for the 8-channelsmodels.

The “*Camera Type’ drop-down box is used to choose a camera manufacturer. Inthis mode, you
simply have toenterthe camera’s IP address, username and password configured on the camera.
Once the IP address is entered, a link "Access the camera” appears above and allows direct
access tothe web page ofthe camera. The password is hidden but can be showed by clicking on
the eye icon. FoxBox creates an acquisition URL, which can be seen at the bottom of the page
afterclicking on"Display url". It can be changed manually, by clicking on ‘Change’. This changes
the setting to ‘Generic Camera’ mode.
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General Enable / Disable

Name

Cam1
Acquisition type Axis (H264) 7
IP Camera Access the camera
IP address 192.168.0.122
User

user

Password

The IP stream must have a resolution between 320x240 and 400x300
The framerate should be between 5 and 8 fps
The video must be compressed in MPEG4 ou H264

IP Input Configuration Page

‘Generic Camera’ mode can be used to change the acquisition URL manually. You canalso select
several IP acquisition modes:

e prioritiseimage integrity: priority isgivento the reception of completeimagesevenif this
causes the loss ofimages. Thismode is not compatible with all cameras

e prioritise speed: priority isgiventoreceiving the imagesasquickly aspossible, evenif
they are notcomplete. Thismode can cause problems onan overloaded network.

e robustacquisition: similartothe prioritise speed mode, butthe unittries to detect
incompleteimagesand delete them.

¢ imagebyimage (MJPEG): acquisitioninHTTP/MJPEG mode.

With certain cameras, there may be problemswhen replaying videos—alarmimages which are not
immediately sharp. Inthis case, you should check the “Iframes Correction’ box (generic mode
only). Thismode isnotretroactive. It does not correct videos that have already been recorded.

Warning. When you change the settings of an RTSP camera from the camera software or its web
interface, you must be suretorestart FoxBox by clicking on  Restart’ on the ‘Maintenance —
Generall ] | page.
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3.4 Analysis

This tab is used toconfigure the analysis settings for each camera.
3.41 General

This page is used to specify the level of analysis sensitivity. There are 4 sensitivity levels: not very
sensitive, sensitive, very sensitive and extremely sensitive.

You canalso choosethe type of sensor used. Thermal-imaging cameras have specific settings which
permit greater detection distances. If you are using colour cameras without integrated infrared
lighting, you should ensure that there is sufficientlight at night.

Foxstream does notrecommend cameraswithintegrated infrared lighting. They can attract insects
and this adversely affects analysis. Similarly, rain and snow can be too visible on the image and
trigger falsealarms or lead tomissed detections. Thismode is included in the unit for compatibility
purposes. Whenyouactivate this mode, the unit’s detection capability may be reduced.

3.4.2 Zone

The ‘Zone’ pageis used to set the region or regions of interest in the image, namely the zones of
the imagewhichwill be analysed. If no particular zone of the image has been specified, the entire
imagewill beanalysed. This page includes aview of the camera tothe left of the window, and one
or more buttons onthe right.

To add a zone, first click on the “+’ button, then click on the camera view to insert the points.
Eachtimeyouinsert apoint, itis linked tothe previous one by a line. These lines combine to form
apolygon. Itis essential to close the polygon by clicking on the first point. Once the polygon is
closed, you can click and drag with the mouse to adjust the points correctly. However, you may
no longer add any points. If the region of interest needs further points to set it correctly, you must
delete the zone and create anew one with the required number of points.

You can select a zone by clicking on the button corresponding to that zone. When a zone is
selected, the lines around the zone become thicker and each point (or vertex of the polygon) is
represented by a red square. Inaddition, a ‘-’ button appears beneath the others. This button is
used todelete the selected zone.
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Cami Cam2

Detection limit

Save

Zone of Interest Configuration Page

If perspective has been configured, the image also displaysthe detection zone limits recommended
by Foxstream (the part of the image hatched in red). Beyond these limits, objects are toosmall and
cannot be detected. Detection limits can be different for thermal-imaging cameras and color
cameras.

3.4.3 Perspective

Theanalytics contained in FoxBox can, to a certain extent, adapt configuration settings according
to perspective. This option can be enabled or disabled. There are two modes for configuring
perspective: automatic (recommended) and manual.

Inautomatic mode, we specify tothe system one or more sequences with amoving person in the
image. The system extracts the necessary data and automatically calculates perspective. It is the
recommended mode.

Clicking the '+'button, in order to add sequences and images,will take you to the playback page.
Choose asequence with aperson init. For best results, all other movements (except for those of
the person) must be minimal. Once you have chosen the sequence click on "Add sequence”
button. If the sequence contains useful data, you should get an image similar to the one displayed
below. If not, an error messagewill appear, and you must try again, and select another sequence.
Itisalso possible toselectonly one image from the sequence, using the button "Add image". You
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will then have toselectenoughimages, ormixsingle images and sequences, in order for the system
tohaveenough data.

Caml Cam2

Filtering level: 84 %

The perspective is configured and activated.

Save

Automatic Perspective Configuration Page

You canresize and move the rectangles tomatch the shape of the person in the image, if necessary.
The clipping of the object triggering the alarm is also displayed to facilitate the selection of the
reference images. You can disable a rectangle that would not fit by double-clicking it (it then
becomes grayed out). You can add asmany sequences and images as desired. Navigation between
the different selections is done through the tabs under the name of the camera. The "Recycle Bin"
button is used to delete aselection. In order to have a correct perspective, only the shapes having
only one person must be selected. You need to have multiple shapes in the foreground, middle and
background. The shape has to fit exactly the person, no more (in this case you need to resize the
rectangle), no less (in this case you need todisable the shape).

The computed filtering level is displayed below the image for information. A low value means less
objects are filtered by the perspective. The filtering level is usually between 80 and 85%. Below
80% meansthatthere is a shapesmallerthan aperson. Above 85%, there are probably notenough
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person shapes inthe image list (in the front or inthe background).

Once you have done the modification, you need to save the configuration.

Inmanual mode, perspective is calibrated by placing two rectangles representing a person in the
image (onerectangle inthe foreground and the second inthe background) andadjusting the size of
these rectangles tothe size of aperson placed at these pointsin the image. You have to move and
resizeusing the mouse.

Filtering levels offer greater flexibility in terms of the objects filtered. A low value means less
objects are filtered by the perspective.

Caml Cam2

—._

Filtering level: 90 %

The perspective has been manually configured.

Save

Manual Perspective Configuration Page
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3.5 Maintenance

The maintenance pagesare used to monitor whether the FoxBox is functioning properly and to test
itsconfiguration.

3.5.1 General

The “‘General’ | page isusedtodisplay the FoxBox version number and also contains several
control buttons.

¢ Restart Software’isusedto restart FoxBox’s software. Itshouldbeusedin
particularwhenthe RTSPstreams |7 havebeenmodified.

e Restart Hardware’ is used to reboot FoxBox unit. Please remember, a complete
shutdown, will shut down FoxBox's power supply. If FoxBox does not restart of its
own accord, itwill nolonger be possible torestart itremotely. The onlysolution is to
push on the on/off button at the back of the FoxBox unit.

o Default Values of all Settings’ is used to erase FoxBox's entire configuration and
return it tofactory default. Youwill have toredefine the systemadministrator.

o Full system reset’ is used to erase FoxBox's entire configuration (except its IP
address) andreturnit tofactory default, and also the logs and footages. You will have
toredefine the systemadministrator.

There is also a “software update’ function. It can only be enabled via an installation program
verified by Foxstream (Firmware-FoxBox-<version>.7z). Use the ‘Browse button to select a
location onyour hard disk for the installation program and then click on the ‘Update| button. The
installation program is then transferred to FoxBox and verified. If the program is compliant the
installation procedure is completed. This procedure takes about 1 min and then FoxBox is
restarted. Throughout the procedure, FoxBox functions are disabled.

3.5.2 Backup
The ‘Back-up pageis used toimport and export configurations.

e The ‘Import” function is used to download a configuration saved on a computer
hard disk onto FoxBox. The ‘Browse’ button is used to select a file from the
computer.

e The ‘Export’ functionis used to copy the entire configuration of FoxBox and save it
to the hard disk of a remote computer. The default name of the back-up is
composed of the site name and the current date and time. Y ou can change this name
before you export the configuration.
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353 Log

The ‘Log’ page isused to view the log file of most of the latest events occured while
FoxBox was operating. Eventsare classified inchronological order going from the most
recenttothe firsteventsaved.

Youcanalsofilterthe eventsdisplayed by criticality or section.

3.54 System state

The “Notification Area’ page is used to check FoxBox and display the status of the main
items:

¢ Storage Capacity and free space,

e Acquisitionframerate foreachinput

channel,

o Analysisframerate foreach video stream

whenanalysisisactivated,

¢ Acquisitionresolutionforeach inputchannel.

We can also see the date of the oldest record on the

FoxBox.
355 Test

The “Test’ page isused to simulate an alarm for each of the input channels, read input status and
setoutput.

Whenyou click onone of the ‘Alarm’ buttons forachannel, thisgeneratesanartificial alarm
whichwill be handled like aconventional alarm.

e Forlivestreaming,aredrectangleisdisplayed whichmoves fromlefttoright,
¢ Additionofanindex inthe storage space,
¢ Recordingandbroadcast ofthe outlining of the (artificial) alarm,

e Outputsetting,
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*&
You canalsosimilarly testthe sending oftechnical alarms.

This page is used to view the status of inputs and outputs. You can also change the status of
outputs.

Warning. When you set output manually, this setting will remain the same until the next time
outputs are updated by the unit. Forexample, if you set anoutputfrom 1 to 4, it will remain at the
same setting until the next alarm, the next manual setting or the next restart. It is recommended to
perform asoftware restart after the tests.
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